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1. Introduction

The curriculum followed by The King’s School Linbro Park requires learners to learn how to locate, retrieve and exchange information using Information and Communication Technology (ICT).  In delivering the curriculum, teachers need to plan to integrate the use of communications technology such as web-based resources and e‑mail.  Computer skills are vital to access life-long learning and employment; indeed ICT is now seen as an essential life-skill.

Most technologies present risks as well as benefits.  Internet use for work, home, social and leisure activities is expanding in all sectors of society.  This brings young people into contact with a wide variety of influences, some of which – as in life generally – may be unsuitable.  It is important that schools, libraries and youth clubs, as well as parents, adopt strategies for the safe and responsible use of the Internet.
Why write an Internet policy?

The Internet is an open communications channel, available to all.  Applications such as the Web, e-mail and chat all transmit information to many locations in the world at low cost.  Anyone can send messages, discuss ideas and publish material with little restriction.  These features of the Internet make it an invaluable resource used by millions of people every day.  

Much of the material on the Internet is published for an adult audience and some is unsuitable for learners.  In addition, there is information on weapons, crime and racism that would be more restricted elsewhere.  Sadly e‑mail and chat communication can provide opportunities for adults to make contact with children for inappropriate reasons.  In line with school policies that protect learners from other dangers, there is a requirement to provide learners with as safe an Internet environment as possible and a need to teach them to be aware of and respond responsibly to the risks.  

The King’s School Linbro Park needs to protect itself from possible legal challenge.  The legal system continues to struggle with the application of existing decency laws to computer technology.  It is clearly an offence to hold images of child pornography on computers and to use Internet communication to ‘groom’ children.  However, the possession of other obscene or offensive materials is not clearly covered.  

The King’s School Linbro Park wishes to make it clear to users that the use of school equipment to view or transmit inappropriate material is “unauthorised”.  In addition, The King’s School Linbro Park will ensure that all reasonable and appropriate steps have been taken to protect learners.

2. Core Principles of Internet Safety

The King’s School Linbro Park Internet Policy is built on the following five core principles:

Guided educational use

Significant educational benefits should result from curriculum Internet use including access to information from around the world and the abilities to communicate widely and to publish easily.  Curriculum Internet use should be planned, task-orientated and educational within a regulated and managed environment.  Directed and successful Internet use will also reduce the opportunities for activities of dubious worth. 

Risk assessment

21st century life presents dangers including violence, racism and exploitation from which children and young people need to be protected.  At the same time they must learn to recognise and avoid these risks – to become “Internet Wise”.  Schools need to ensure that they are fully aware of the risks, perform risk assessments and implement a policy for Internet use.  Learners need to know how to cope if they come across inappropriate material.  

Learners may obtain Internet access in Youth Clubs, Libraries, public access points and in homes.  Ideally, a similar approach to risk assessment and Internet safety would be taken in all these locations, although risks do vary with the situation.   

Responsibility 

Internet safety depends on staff, schools, governors, advisers, parents and, where appropriate, the learners themselves taking responsibility for the use of Internet and other communication technologies such as phones.  The balance between educating learners to take a responsible approach and the use of regulation and technical solutions must be judged carefully.  

Regulation 

The use of a finite and expensive resource, which brings with it the possibility of misuse, requires regulation.  In some cases, access within schools must simply be denied, for instance, unmoderated chat rooms present immediate dangers and are usually banned.  Fair rules, clarified by discussion and prominently displayed at the point of access will help learners make responsible decisions.  

Appropriate strategies

This Internet Policy describes strategies to help to ensure responsible and safe use.  These strategies are based on limiting access, developing responsibility and on guiding learners towards educational activities.  Strategies have been selected to suit the school situation and their effectiveness will be monitored.  There are no straightforward or totally effective solutions and staff, parents and the learners themselves must remain vigilant.  

3. Internet Policy
3.1. Who will write and review the policy?

This Internet Policy has been written by the school, building on the Kent NGfL policy and government guidance.  It has been agreed by the senior management and approved by the school board and the PTA.

Created by:  
Bob Fuller    


Date: 

November 2006

Approved:

……………………………

To be reviewed: 
……………………………

3.2. Why is Internet use important?

The purpose of Internet use in school is to raise educational standards, to promote learner achievement, to support the professional work of staff and to enhance the school’s management information and business administration systems. The Internet is an essential element in 21st century life for education, business and social interaction.  The school has a duty to provide students with quality Internet access as part of their learning experience. 

Benefits of using the Internet in education include:

· access to world-wide educational resources including museums and art galleries;

· educational and cultural exchanges between learners world-wide;

· cultural, vocational, social and leisure use in libraries, clubs and at home;

· access to experts in many fields for learners and staff; 

· staff professional development through access to national developments, educational materials and good curriculum practice; 

· communication with support services, professional associations and colleagues;

· improved access to technical support including remote management of networks.

3.3. How will Internet use enhance learning?

The school Internet access will include filtering appropriate to the age of learners. Learners will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use. Internet access will be planned to enrich and extend learning activities.  Access levels will be reviewed to reflect the curriculum requirements and age of learners. Staff will guide learners in on-line activities that will support the learning outcomes planned for the learners’ age and maturity. Learners will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

3.4.  How will learners learn to evaluate Internet content?

We will ensure that the use of Internet derived materials by staff and by learners complies with copyright law.  Learners will be taught to acknowledge the source of information used and to respect copyright when using Internet material in their own work. Learners will be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy. (See APPENDIX A) Training should be available to staff in the evaluation of Web materials and methods of developing learners’ critical attitudes. If learners discover unsuitable sites, the URL (address) and content must be reported to their teacher immediately.  

3.5. How will e-mail be managed? 

Learners may only use approved e-mail accounts on the school system.  Learners must immediately tell a teacher if they receive offensive e-mail.  Learners must not reveal details of themselves or others in e‑mail communication, such as address or telephone number, or arrange to meet anyone.  Whole-class or group e-mail addresses should be used at Intermediate Phase and below.  Access in school to external personal e-mail accounts may be blocked.  Excessive social e-mail use can interfere with learning and may be restricted.  E-mail sent to an external organisation should be written carefully and authorised before sending, in the same way as a letter written on school headed paper.  All e-mail sent from The King’s School Linbro Park must contain the official signature and e-mail disclaimer.  The forwarding of chain letters is not permitted.

3.6. How should Web site content be managed? 

The point of contact on the Web site should be the school address, school e-mail and telephone number.  Staff or learners’ home information will not be published. Web site photographs that include learners will be selected carefully and will not enable individual learners to be clearly identified. Learners’ full names will not be used anywhere on the Web site, particularly in association with photographs. Written permission from parents or carers will be obtained before photographs of learners are published on the school Web site. The principal or nominee will take overall editorial responsibility and ensure that content is accurate and appropriate. The copyright of all material must be held by the school, or be attributed to the owner where permission to reproduce has been obtained.

3.7. How should newsgroups and e-mail lists be managed? 

Conferencing is a powerful method for learners and teachers to share information and opinion.  However, some conferencing applications, including chat and newsgroups, can attract undesirable and irrelevant comment, often from anonymous elements.  Other collaboration tools such as moderated mailing lists and discussion facilities with a defined community of known users are far safer. An e-mail distribution list can be the simplest method of distributing material to a set of selected users and is reasonably secure as the sender has complete control over who may join the list. Newsgroups will not be made available to learners unless an educational requirement for their use has been demonstrated. Where necessary as an educational requirement, a private e-mail distribution list may be set up to share material and ideas within the school community. 

3.8. How will Chat be managed? 

Chat is a popular conferencing application offering instantaneous exchange of text and images between groups of users via the Internet.  In principle, chat has great potential for education; for instance learners could exchange live text, speech or video with learners in other parts of the world at low cost.  Such chat facilities would be moderated by the teacher and access would only be at times permitted by the teacher.  Unauthorised persons would not know of the chat conference existence and therefore would not be able to gain access.  

There are many varieties of chat, and security varies widely. Public, unregulated chat rooms can be used by the unscrupulous to gain access to children.  Their use in school, even in a club setting, is highly debatable.  Outside school, many learners use a variety of chat facilities and may not be fully aware of the dangers.  

Although chat sites are generally banned by school filtering system, their use by learners outside school is huge and frankly there is little hope of control.  The approach therefore that parents need to take is one of keeping aware of developments and advising their children of the dangers. 

Learners will not be allowed access to public or unregulated chat rooms. Children should use only regulated educational chat environments.  This use will be supervised and the importance of chat room safety emphasised. A risk assessment will be carried out before learners are allowed to use a new technology in school.

3.9. How can emerging Internet applications be managed?

Many emerging communications technologies offer the potential to develop new teaching and learning tools.  Mobile communications, wide Internet access and multimedia present opportunities which need to be evaluated to assess risks, to establish benefits and to develop good practice.  The safest approach is to deny access until a risk assessment has been completed and safety demonstrated.  

Virtual classrooms and virtual communities can widen the geographical boundaries of learning.  The learners in two primary schools could complete a shared project using single class e‑mail IDs and a Web site.  Staff and board members could make a larger community, which could be extended to include parents and commercial partners.

The safety of virtual communities depends on users being known and identifiable within the community.  This may not be easy.  The registering of individuals to establish and maintain secure and validated electronic identities is an important and time-consuming part of the process.  

The inclusion of inappropriate language or graphical icons within text messages is difficult for staff to detect.  Learners will be reminded that such usage is both inappropriate and conflicts with school policy.  Abusive text messages would come under the school bullying policy.

New applications are continually being developed based on the Internet, the mobile phone network and wireless or infrared connections.  Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed. Mobile phones will not be used during lessons or formal school time (see The King’s School Linbro Park Cellular Phone Policy).

3.10. How will Internet access be authorised?

The school will allocate Internet access for staff and learners on the basis of educational need.  It will be made clear who has Internet access and who has not.  Authorisation will generally be given on an individual basis in the secondary school.  In the primary school, where learner usage is fully supervised, all learners in a class may be authorised as a group.  Informational posters detailing responsible Internet usage will be displayed wherever learners use computers to access the Internet. (See APPENDIX D)

The school will keep a record of all staff and learners who are granted Internet access.  The record will be kept up-to-date, for instance a member of staff may leave or a learner’s access be withdrawn.  In the Foundation and Intermediate Phases, access to the Internet will be by adult demonstration with occasional directly supervised access to specific, approved on-line materials. Parents will be informed that learners will be provided with supervised Internet access. Secondary students must apply for Internet access individually by agreeing to abide by the Responsible Internet Use statement. Parents will be asked to sign and return a consent form. Primary learners will not be issued individual email accounts, but will be authorised to use a group/class email address under supervision. (See APPENDIX C)
3.11. How will the risks be assessed?

As the quantity and breadth of the information available through the Internet continues to grow it is not possible to guard against every undesirable situation.  In common with other media such as magazines, books and video, some material available via the Internet is unsuitable for learners.  The school will take all reasonable precautions to ensure that users access only appropriate material.  However, due to the international scale and linked nature of Internet content, it is not possible to guarantee that unsuitable material will never appear on a school computer.  Neither the school nor London Road Church can accept liability for the material accessed, or any consequences of Internet access.   

Methods to identify, assess and minimise risks will be reviewed regularly.  The Head of Student Affairs will ensure that the Internet policy is implemented and compliance with the policy monitored. The use of computer systems without permission or for inappropriate purposes could constitute a criminal offence.

3.12. How will filtering be managed?

Levels of access and supervision will vary according to the learner’s age and experience.  Internet access must be appropriate for all members of the school community from the youngest learners to staff.  Older secondary learners, as part of a supervised project, might need to access adult materials; for instance a course text or set novel might include references to sexuality.  Teachers might need to research areas including drugs, medical conditions, bullying, racism or harassment.  In such cases, legitimate use will be recognised and restrictions removed temporarily.  Systems to adapt the access profile to suit the learner’s age and learning context are available.  

The technical strategies being developed to restrict access to inappropriate material fall into several overlapping types (commonly described as filtering): 

· Blocking strategies prevent access to a list of unsuitable sites or newsgroups.  Maintenance of the blocking list is a major task as new sites appear every day.

· A walled-garden or allow list provides access only to a list of approved sites.  An allow list will inevitably restrict learners' access to a narrow range of information. 

· Dynamic filtering examines the content of Web pages or e-mail for unsuitable words.  Filtering of outgoing information such as Web searches is also required. 

· Rating systems give each Web page a rating for sexual, profane, violent or other unacceptable content.  Web browsers can be set to reject these pages.   

· Monitoring records Internet sites visited by individual users.  Access to a site forbidden by the filtering policy will result in a report.  It is also possible to remove access automatically after a set number of policy violations.

Despite careful design, filtering systems cannot be completely effective due to the speed of change of Web content.  School-level systems require considerable management to maintain effectiveness and place huge responsibility on the school if they are the only systems in place.  Careful monitoring and management of all filtering systems will be required.  It is important that the school establishes the filtering criteria rather than simply accepting filtering default settings.
The school will work in partnership with parents and the Internet Service Provider to ensure systems to protect learners are reviewed and improved.  If staff or learners discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the IT teacher.  Senior staff will ensure that regular checks are made to ensure that the filtering methods selected are appropriate, effective and reasonable.  Filtering strategies will be selected by the school, in discussion with the filtering provider where appropriate.  The filtering strategy will be selected to suit the age and curriculum requirements of the learner.

3.13. How will the policy be introduced to learners?

Many learners are very familiar with Internet use and culture, and as learners’ perceptions of the risks will vary, the rules may need explanation and discussion.  Learners will be reminded of the school rules at the point of Internet use.  A copy will also be given to parents when they are asked to consent to Internet use.  Consideration must be given to who should be teaching learners safe practice and when and how this will be taught. 
Rules for Internet access will be posted in all rooms where computers are used.  Learners will be informed that Internet use will be monitored. Instruction in responsible and safe use should precede Internet access.

3.14. How will staff be consulted?

It is important that educators are confident to use the Internet in their work.  The King’s School Linbro Park Internet Policy will only be effective if all staff subscribe to its values and methods.  Staff should be given opportunities to discuss the issues and develop appropriate teaching strategies.  Staff must understand that the rules for any employee of The King’s School Linbro Park on Internet misuse are quite specific.  If staff have doubts as to the legitimacy of any aspect of their Internet use in school, they should discuss this with their co-ordinator to avoid any possible misunderstanding.

Internet use is widespread and all staff including administration, caretaker, governors and helpers should be included in appropriate awareness raising and training.  Internet use should be included in the induction of new staff, for instance in the selection of appropriate modes of expression in e-mail communication to prevent confusion.  In commerce, e-mail is used extensively and is often considered to be a legal document.  
All staff must accept the terms of the ‘Responsible Internet Use’ statement before using any Internet resource in school.  All staff including teachers, supply staff, classroom assistants and support staff, will be provided with the School Internet Policy, and its importance explained.  Staff should be aware that Internet traffic can be monitored and traced to the individual user.  Discretion and professional conduct is essential.  The monitoring of Internet use is a sensitive matter.  Staff who operate monitoring procedures should be supervised by senior management. Staff development in safe and responsible Internet use, and on the school Internet policy will be provided as required.
3.15. How will ICT system security be maintained?

It is important to review the security of the whole system, from user practice to Internet service provider (ISP).  At the simplest level, occasional checks on users’ files, temporary Internet files and history files can reveal potential mischief.  

Making systems secure is a complex matter and cannot be dealt with adequately in this document.  A number of agencies will be approached to advise on systems security.  

Local Area Network security issues include:

· The user must act reasonably.  Loading non-approved software could cause major problems.  Good password practice is required including logout after use.

· The workstation should be secure from casual mistakes by the user. 

· Cabling should be secure and wireless LANs safe from interception.

· Servers must be located securely and physical access restricted.

· The server operating system must be secured to a high level.

· Virus protection for the whole network must be installed and current.

Wide Area Network (WAN) security issues include:

· All external connections must be assessed for security risks including the wide area network connection and any modems staff may wish to use.

· Firewalls and routers should be configured to prevent unauthorised use of software such as FTP at the protocol level.

· Decisions on security made by external agencies such as the ISP must be discussed with schools.

The Internet is a connection to the outside world that could compromise system performance or threaten user or system security.  The downloading of large files such as video and MP3 can compromise system performance.  A wide area network (WAN) connection introduces further risks such as learners trying to access another school.  However it also brings the opportunity for industrial strength security in the form of hardware firewalls and the expertise to design and operate them.

The school ICT systems will be reviewed regularly with regard to security. Virus protection will be installed and updated regularly. Security strategies will be discussed with appropriate advisors and agencies, particularly where a wide area network connection is being planned. Personal data sent over the Internet will be encrypted or otherwise secured. Use of portable media such as floppy disks, memory sticks and CD-ROMs will be reviewed.  Portable media may not be brought into school without specific permission and a virus check. Unapproved system utilities and executable files will not be allowed in learners’ work areas or attached to e-mail. Files held on the school’s network will be regularly checked. The ICT co-ordinator / network manager will ensure that the system has the capacity to take increased traffic caused by Internet use.

3.16. How will complaints regarding Internet use be handled?

Prompt action will be required if a complaint is made.  The facts of the case will need to be established, for instance whether the Internet use was within or outside school.  A minor transgression of the rules may be dealt with by the teacher as part of normal class discipline.  Other situations could potentially be serious and a range of sanctions will be required, linked to the school’s behaviour policy.  Complaints of a child protection nature must be dealt with in accordance with governmental child protection procedures.

Responsibility for handling incidents will be delegated to a senior member of staff.  Any complaint about staff misuse must be referred to the principal. Learners and parents will be informed of the complaints procedure. Parents and learners will need to work in partnership with staff to resolve issues. There may be occasions when the police must be contacted.  Early contact could be made to establish the legal position and discuss strategies. Sanctions available include:

· interview/counselling by Class Teacher or Head of Student Affairs; 

· informing parents or guardians;

· removal of Internet or computer access for a period, which could ultimately prevent access to files held on the system, including examination coursework. 

3.17. How will parents’ support be enlisted?

Unless parents are aware of the dangers, learners may have unrestricted access to the Internet.  The school may be able to help parents plan appropriate, supervised use of the Internet at home.  Parents should also be advised to check if learners’ use elsewhere, such as libraries, is covered by an appropriate use policy.  

Parents’ attention will be drawn to the School Internet Policy in newsletters and on the school Web site.  Internet issues will be handled sensitively to inform parents without undue alarm.  A partnership approach with parents will be encouraged.  This could include demonstrations, practical sessions and suggestions for safe Internet use at home.  Advice on filtering systems and educational and leisure activities that include responsible use of the Internet will be made available to parents. (See APPENDIX B)

APPENDIX A

Teaching Discernment through Media Analysis

The media are a dominant force in our children's development.  One study shows that the average kindergartener has spent more time watching television than a typical college student spends in class for a four-year degree programme.  Another source indicates that 18-year-olds have spent more than twice as many hours in TV viewing as in classroom instruction.  A growing number of students rely on the Internet as their first source for research.  Our job as Christian educators must include instruction and practice in analysing and evaluating the media.

Last spring I set out to teach media literacy and evaluation to the 21 eighth-graders in my yearbook/journalism class.  The one-month unit included reading the media chapter in the journalism book and writing a response; identifying concepts discussed in sample articles, commercials, or radio and television news coverage; completing group projects on important concepts studied; and analysing and evaluating websites according to a new evaluation instrument prepared in collaboration with the teacher.  It is the latter that I will describe here.

As we examined information on the Internet, we focused on the validity and reliability of the material.  In the past, most adults trusted that the materials they found in the library were true.  The same is not true today about information on the Internet.  We know that there are increasing numbers of websites that have information of all kinds.  We know about the lack of standards of many who provide the material.  Indeed, anyone can publish anything on the intranet.  For example, a university student sells her class notes to a Web publisher, and her professor may discover that his class lecturers are now available worldwide.  Some sites look and feel like research, but are mere opinion.  Even well-meaning researchers can present information inaccurately, or fail to update it or cite sources.

Clearly, evaluating Web materials must become a significant concern for educators.  But how can we know what sites to trust?  It is up to teachers and families to teach discernment.  My students and I developed a checklist to help them decide whether to use a given piece of material accessed on the Web.  First, I posed hypothetical questions.  For example, when I asked whether it was important to know who the author was, their first reaction was, "no."  When I suggested they might be hearing about religious persecution from a neo-Nazi, they realised that it mattered.  Through questioning and discussion, we pared the questions down to 17.  The first 13 deal with the validity of the material, the last four with the usability of the site.  We used a scale ranging from 0 to 2, because sometimes the answer was not exactly negative or positive, but "sort of."

In summary, I suggest developing a unit on media literacy.  More than most skills, the ability to analyse and evaluate media materials will help students throughout their lives.  The materials they choose will significantly shape their worldview, even their character.  Teaching such a unit takes time, but it is time well spent, as we seek to build discernment in Christian young men and women.

Erin Wilcox, M.A., Technology Coordinator

Colorado Springs Christian Middle School

Christian School Education [ Volume 3 / Issue 4 ] 1999-2000

	CSCMS Website Evaluation

	Name:



	Site URL:



	Description:



	Instructions: Fill in the appropriate circle for each item.

     (NA – Not Available;     Sort of – Criteria Are Only Partially Met)

	NA
	No
	Sort of
	Yes
	

	Is the information valid?

	0
	0
	1
	2
	1.  Is the source of information likely to have been checked by a person or organisation you would trust?

	0
	0
	1
	2
	2.  Would you consider the sponsor of the information and accurate source of valid material on this particular subject?

	0
	0
	1
	2
	3.  Does the author have appropriate credentials to make the statements he or she makes?

	0
	0
	1
	2
	4.  Does the information represent a bias or point of view that is clear (out in the open) and acceptable?

	0
	0
	1
	2
	5.  Is the information available in another source, such as print or another website? (Is there any indication that others agree with the view expressed?)

	0
	0
	1
	2
	6.  Are examples or statistics given to support the author’s conclusions?   



	0
	0
	1
	2
	7.  Are references provided for facts and figures?



	0
	0
	1
	2
	8.  Are the vocabulary, tone, and illustrations appropriate?



	0
	0
	1
	2
	9.  Are the data current?



	0
	0
	1
	2
	10.  Is all relevant information included?  (Mark yes if you see no glaring omissions.)

	0
	0
	1
	2
	11.  Is the information presented well in terms of spelling, grammar, and accuracy?

	0
	0
	1
	2
	12.  Does the information agree with other known sources of accurate information?

	0
	0
	1
	2
	13.  It is the information consistent with biblical teachings, giving you a reason to believe it?

	
	VALIDITY TOTAL



	%
	SCORE (points / possible points X 100) 

(Possible Points: if all questions apply, 26 points possible.  Subtract two points from the possible points total for every NA marked.)

	Is the site user-friendly?

	0
	0
	1
	2
	14.  Does the site have substantive information?  (It should be more than just links to other sites, we viewers of other material, or material to purchase.)

	0
	0
	1
	2
	15.  Does the site have good navigation features?  (Home buttons, manageable chunks, index, clear links to sections)

	0
	0
	1
	2
	16.  Does the site have user support?  (E-mail addresses for follow up, help available)

	0
	0
	1
	2
	17.  It is the site completely accessible for your machine?  (Not requiring difficult or unusual programmes, manageable graphics)

	
	USABILITY TOTAL



	%
	SCORE (points / possible points X 100)




APPENDIX B

Online References

FKBKO - For Kids By Kids Online
www.fkbko.co.uk
Excellent Internet savvy for kids



Parents Information Network (PIN)
www.pin.org.uk
Comprehensive guidelines on Internet safety

Parents Online
www.parentsonline.gov.uk/2003/parents/safety/index.html
Interactive learning and safety advice, excellent presentation for parents. 


Think U Know?
www.thinkuknow.co.uk/
Home Office site for learners and parents explaining Internet dangers and how to stay in control.

Family Guide Book 
  www.familyguidebook.com 

Information for parents, teachers and learners

Safekids
www.safekids.com
Family guide to making Internet safe, fun and productive

Copyright 


www.templetons.com/brad/copymyths.html
Irreverent but useful coverage of the main aspects of copyright of digital materials, US-based.


Internet Users Guide  


www.terena.nl/library/gnrt/
A guide to network resource tools, a book (ISBN 0-201-61905-9) or free on the Web.

Alan November – The Grammar of the Internet

www.edrenplanners.com/infolit/ 
Article explaining how to evaluate Web sites and information 

APPENDIX C

Sample Letter to Parents

The King’s School Linbro Park

Principle, Léonie Currin


134 Ronald Road


Linbro Park



2065

1 January 2007

Dear Parents

Responsible Internet Use
As part of your child’s curriculum and the development of ICT skills, The King’s School Linbro Park is providing supervised access to the Internet.  We believe that the effective use of the World Wide Web and e-mail is worthwhile and is an essential skill for children as they grow up in the modern world.  Please would you read the attached Rules for Responsible Internet Use and sign and return the consent form so that your child may use Internet at school.

Although there are concerns about pupils having access to undesirable materials, we have taken positive steps to reduce this risk in school.  Our school Internet provider operates a filtering system that restricts access to inappropriate materials.  This may not be the case at home and we can provide references to information on safe Internet access if you wish.

While every endeavour is made to ensure that suitable restrictions are placed on the ability of children to access inappropriate materials, the School cannot be held responsible for the nature or content of materials accessed through the Internet.  The School will not be liable for any damages arising from your child’s use of the Internet facilities. 

Should you wish to discuss any aspect of Internet use (or to see a lesson in operation) please telephone me to arrange an appointment.

Yours sincerely

Leonie Currin

Principal

	The King’s School Linbro Park

Responsible Internet Use

Please complete, sign and return to your class teacher

	Pupil: 
	Form: 

	Pupil’s Agreement

I have read and I understand the school Rules for Responsible Internet Use. I will use the computer system and Internet in a responsible way and obey these rules at all times.  

	Signed: 
	Date: 

	Parent’s Consent for Internet Access

I have read and understood the school rules for responsible Internet use and give permission for my son / daughter to access the Internet.  I understand that the school will take all reasonable precautions to ensure pupils cannot access inappropriate materials.  I understand that the school cannot be held responsible for the nature or content of materials accessed through the Internet.  I agree that the school is not liable for any damages arising from use of the Internet facilities.

	Signed: 
	Date: 

	Please print name: 

	Parent’s Consent for Web Publication of Work and Photographs

I agree that, if selected, my son/daughter’s work may be published on the school Web site.  I also agree that photographs that include my son/daughter may be published subject to the school rules that photographs will not clearly identify individuals and that full names will not be used.

	Signed: 
	Date: 


This consent form is based, with permission, on the Internet Policy of the 
Irish National Centre for Technology in Education.

APPENDIX D

Posters for Use in Computer Centre

The King’s School Linbro Park

High School and Junior High Phases

Responsible Internet Use

Rules for Staff and Students

The computer system is owned by the school.  This Responsible Internet Use statement helps to protect students, staff and the school by clearly stating what use of the computer resources is acceptable and what is not.

· Irresponsible use may result in the loss of Internet access.

· Network access must be made via the user’s authorised account and password, which must not be given to any other person.  

· School computer and Internet use must be appropriate to the learner’s education or to staff professional activity.  

· Copyright and intellectual property rights must be respected.

· E-mail should be written carefully and politely, particularly as messages may be forwarded or printed and be seen by unexpected readers.  

· Users are responsible for e-mail they send and for contacts made.

· Anonymous messages and chain letters are not permitted.

· The use of chat rooms is not allowed.

· The school IT systems may not be used for private purposes, unless the principal has given permission for that use.

· Use for personal financial gain, gambling, political purposes or advertising is not permitted.

· IT system security must be respected; it is a criminal offence to use a computer for a purpose not permitted by the system owner. 

The school may exercise its right to monitor the use of the school’s computer systems, including access to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound.
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The King’s School Linbro Park

Foundation & Intermediate Phases

Responsible Internet Use

These rules help us to be fair to others and keep everyone safe.

· I will ask permission before using the Internet.  

· I will use only my own network login and password, which is secret. 

· I will only look at or delete my own files. 

· I understand that I must not bring software or disks into school without permission.

· I will only e-mail people I know, or my teacher has approved.

· The messages I send will be polite and sensible.

· I understand that I must never give my home address or phone number, or arrange to meet someone.

· I will ask for permission before opening an e-mail or an e-mail attachment sent by someone I do not know.

· I will not use Internet chat. 

· I see anything I am unhappy with or I receive messages I do not like, I will tell a teacher immediately. 

· I understand that the school may check my computer files and the Internet sites I visit.
· I understand that if I deliberately break these rules, I may not be allowed to use the Internet or computers.
The school may exercise its right to monitor the use of the school’s computer systems, including access to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the school’s computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound.
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DRAFT -- The King’s School Linbro Park Internet Policy
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